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Overview of Security in Wireless Networks

e Secrecy is a key issue in wireless communication
networks

— 5G Communications, i.e., D2D, M2M
— Near Field Communications, i.e., Apple Pay
— Military Networks, i.e., Drone Self-Organized Networks

— Medical Communications




Overview of Security in Wireless Networks

Layered communications architecture

Application

Transport

Network

Link
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Secure Shell (SSH)

Transport Layer Security (TLS/SSL)

Internet Protocol Security (IPSec)

Wired Equivalent Privacy (WEP)

Information theoretic security



Countering Security Threats in Wireless

Networks
* Cryptography
v’ Assumes limited computational power at the eavesdropper

v’ Vulnerable to large-scale implementation of quantum computers

v At higher layers of the protocol stack

* Spread spectrum, e.g., frequency hopping & CDMA

v’ Assumes limited knowledge at the eavesdropper
v’ Vulnerable to rogue or captured node events
v’ At the physical layer

* Information theoretic security
v No assumptions of limited computational power or knowledge at
eavesdropper
v Absolutely secure
v’ At the physical layer
v’ Uses signal processing, communications and coding schemes



Fundamentals of PHY Security

Breaches in wireless (physical layer) network security

4 Eavesdropping
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The purpose of an eavesdropper is to
listen to the transmission, and try to
detect the secret messages encoded
therein.

The purpose of a jammer is solely
to disrupt the process of
communication by increasing the
legitimate receiver’s probability
of decoding error.



Fundamentals of PHY Security

* Cipher
Security: H(K) > H(S) [Shannon, 1949]

* Wire-tap Channel
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The wire-tap channel must be degraded.

[Wyner, 1975; Csiszar & Korner; 1978]



Fundamentals of PHY Security

* Fading Wire-tap Channel
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Secrecy capacity:

Secrecy outage probability:

Secrecy connectivity probability:
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Fundamentals of PHY Security

Secrecy Enhancement for PHY Security

\/Preprocessing
> Coding
> Secrecy Key Generation

4 Signal Processing
» MIMO/massive MIMO & beamforming
> Transmit antenna selection
> Full duplex communication/artificial noise

\/Cooperation Communications
> Relay & artificial noise

v’ Game Theoretic Methods
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Secrecy Enhancement

Preprocessing

Coding

> To fully exploit the randomness of the channel for security, we need secrecy-
capacity-achieving channel codes
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> The coding problem for Alice in the wire tap channel involves adding redundancy
for enabling Bob to correct errors (across the main channel) and adding
randomness to keep Eve in the dark (across the wire-tap channel), which is
different from coding in traditional communications.

> Polar codes, LDPC will be used potentially in 5G standard
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Secrecy Enhancement

Preprocessing

Secure key generation

> The ability to exchange keys between users is vital in any wireless based security
system. So a key generation technique that exploits the randomness of the

wireless channel is a promising alternative to existing key distribution techniques,
e.g., public key cryptography.
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Secrecy Enhancement

Signal Processing

4 Beamforming
> Generate a useful signal with a pencil beam aligned with the legitimate user (LU)

> Generate an artificial noise signal in the null space of the LU

v Antenna selection

> Secrecy performance can be enhanced by exploiting the diversity gain of the
intended link.

» Reduces the implementation complexity of MIMO/massive MIMO
> Channel state information between the transmitter and eavesdroppers
could be perfectly known or partially known.
v" Full duplex transmission

» Thanks to self-interference (SI) cancellation techniques, the power of
residual Sl can be close to the noise level.

» An artificial noise/jamming signal will affect passive eavesdroppers.
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Secrecy Enhancement

Cooperative Communications

v’ What is the advantage of
cooperative
communication?
> Relays are used to assist

transmission between
Coverage for . .
dead spots source and destination

> Performance gains

Destination

Necde
(BS'AP) > Enlarge the coverage

Service coverage
boundary

\_Y__/
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Secrecy Enhancement

Cooperative Communications

v Relay-assisted & jamming (artificial noise)

| , é
1st phase 2nd phase
‘ Source nodes el Desired information channels

O Intermediate nodes « == « = Eavesdropper links

Chen, 2012
Q Eavesdroppers Jamming channels [Chen !



Secrecy Enhancement

Cooperative Communications

v Relay-assisted & jamming (artificial noise)

> Friendly jammer selection

> Buffer-added relay selection

> Dual antenna selection with full duplex scheme

4 Key issues for secrecy enhancement
> Need to know the CSI between the transmitter and the eavesdropper(s)
> Need to know the location(s) of eavesdropper(s)

> Mostly, only a few nodes have been considered in the literature

20



Summary: A significant amount of work has
been done to study information theoretic
security in three-node and small networks.

We, as a community, are now in a position to
develop models, theory and methods to
describe and optimize security in large-scale
networks.



But what kinds of questions would we like
to ask?

Do information theoretic security techniques
scale?

* How can we desigh and optimize network
features?

* How robust are PHY secrecy solutions to

eavesdropper scaling?
* How does spatial randomness affect secrecy?



How can we model secrecy in large
networks?

* Point processes and random graph formalisms

v Large number of nodes can be analysed accurately

4 Average performance can be analysed; locations and CSI for eavesdroppers
are random

/\ Legitimate UE
@® Eavesdropper

—— Information link
— — » Eavesdropper link
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Main Network Models for Secrecy

e Several different network models / \
have been studied >

— Ad hoc, multihop
— Ad hoc, pairwise

Ad hoc, multih
— Broadcast, cellular \ o MO /
4 . o )
oS ©
o & © on @

Ad hoc, pairwise / ”




First Secrecy Network Models:
Ad Hoc, Multihop

* The first forays into network secrecy took a simplistic
view
— Secrecy graph [Haenggi, 2008], [Goel, 2010]
— Few eavesdroppers, focused on hard disk connection

./‘

X o X X

(a) Directed SG G (b) Basic SG GG (c) Enhanced SG G’
— Directed SG: contains all directional information

— Basic SG: bidirectional secrecy
— Enhanced SG: secrecy can exist in logical OR fashion



Intrinsically Secure Graphs

* Pinto et al brought information theoretic secrecy into the
network domain through the notion of the “intrinsically
secure graph (iS-graph)”.

v’ The secrecy capacity (rate) of the Gaussian wire-tap channel is

P | P hP\TT
R, = llog2 (l + 03 — logy, [ 1+ o

v’ Definition: Let Iy = {z;},-, C R? denote the set of legitimate nodes
and II. = {e;};-, C R?denote the set of eavesdroppers. The iS-graph
is the directed graph G = {II;, £} with vertex set II, and edge set

£ = {:1:17:1:]- : Re(iy ) > g}

where ¢ is a threshold representing the prescribed infimum secrecy
rate for each communication link.

[Pinto, 2012]
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Intrinsically Secure Graphs

v’ The iS-graph in two dimensional space

S I

| ® Legitimate node | ) 4 .K\
|

1 X Eavesdropper node :

|

_______________ I X

v’ The Poisson iS-graph is an iS-graph where TI,, II. ¢ R4 are mutually
independent, homogeneous Poisson point processes with densities A,
and )., respectively.

v/ In-isolation: A typical node z; € II; N R cannot receive from any
node z; € I, NR |(z; # ;) with positive secrecy rate

v/ Out-isolation: A typical node z; € II, N R cannot transmit to
any node z; € I, NR (x; # x;) with positive secrecy rate

[Pinto, 2012]
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Intrinsically Secure Graphs

® Full Out and In Connectivity in the Poisson iS-Graph

v Full out connectivity: A legitimate node z; € II, N R is fully out-
connected with respect to a region R if in the iS-graph there exists
a directed path from z; to every node z; € Il "R for =; # x; .

Pout—con < P{no in-isolated nodes in R}

v Full in connectivity: A legitimate nodexz; € II, N R is fully in-
connected with respect to a region R if in the iS-graph there exists
a directed path toz; from every node z; € 1I; N'R for z; # =;.

Pin—con < P{no out-isolated nodes in R }

[Pinto, 2012]
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Intrinsically Secure Graphs: Recent Results

* What is full secrecy connectivity?

v’ All nodes can communicate to each other, possibly through multiple
hops, with a positive secrecy rate.

* Why is full secrecy connectivity important?

v’ Full connectivity is a desirable feature for some scenarios, i.e., military
networks and disaster relief.

v ltisa key condition that ensures certain high priority nodes in the network
always remain connected.

* Three types of full secrecy connectivity

v’ Full bidirectional secrecy connectivity
v Eull strong secrecy connectivity
v" Full weak secrecy connectivity

29



Intrinsically Secure Graphs: Recent Results

* Three types of full secrecy connectivity

|
|
|
|
|
|
|

<—»0 ,

O Legitimate node

(a) FBSC

Fig. 1 Examples for the three types of full secrecy connectivity.

p

(b) FSSC

% Eavesdropper node

(c) FWSC

v’ Full bidirectional secrecy connectivity (FBSC): All nodes can communicate with

each other through bi-directional links with a positive secrecy rate, possibly
through multiple hops. (like Haenggi’s “basic SG” model)

v’ Full strong secrecy connectivity (FSSC): All nodes can communicate with each 7

other through directional links with a positive secrecy rate, possibly through

multiple hops.

v’ Full weak secrecy connectivity (FWSC): All nodes can communicate with each

other through either forward directional links or reverse directional links with a

positive secrecy rate, possibly through multiple hops.

Refinement
— of Haenggi’s
enhanced SG

N
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Intrinsically Secure Graphs: Recent Results

* Full bidirectional secrecy connectivity:
v’ Bidirectional secrecy connectivity

) ) hiil? hjil?
8Cyj = Pr(Cy > )Pr(Cy>2) = [1-p [ b)) (1o p (Al
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ecM ec!

M

o
-
[=1,k=1

(=1)*
Zt 1/\2(‘ + \ k! ZZ Zzt 1/\]0 /\'i

111 no n[ n1 na n;\

~" v
Ny #noF--#n; n1FngF - Fny

v At high node densities, the probability of full connectivity is simply the
complement of the probability of an isolated node [4]. Therefore, we can obtain
an upper bound for the overall probability of full bidirectional secrecy connectivity
as:

N
Py < Pl =1-Y J](1-8cy).

i=1 j#i
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Intrinsically Secure Graphs: Recent Results

* Full strong secrecy connectivity:

v The out-isolated and in-isolated probability for legitimate user 2, can be
defined as:

max(|h;;|?) Nz |2

P,; = Pr . — < z and PF;; = Pr | max > < z
11'18{_‘-1(( |hie|?) jEN I’lla{}( \hje|?)
tf'E.‘ (.‘*E.‘

v" The lower bound for full strong secrecy connectivity is the probability that every
node is out-connected and in-connected,

Prese > Pl = [ (1 = Poi)(1 = Py))
ieM
* Full weak secrecy connectivity:

v" The lower bound for full weak secrecy connectivity is the probability that every
node is out-connected or in-connected,

Pryse > pH = H(l — PoiPy)

fwse
1eM



Network Secrecy Enhancement

 Secrecy Enhancement Techniques

\/Sectorized Transmission

> Each legitimate node transmits independently in multiple sectors of the

plane (e.g., using directional antennas)

\/Eavesdropper Neutralization

> Each legitimate node guarantees the absence of eavesdroppersin a
surrounding region (e.g., by deactivating such eavesdroppers)

(a)

Y

(b)

[PINTO, 2012]
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Network Secrecy Enhancement

\/Secrecy Guard Zone and Artificial Noise

> Since unsecure transmission is mainly due to the presence of an
eavesdropper close to the transmitter, the use of a secrecy guard zone
for networks in which the legitimate transmitters are able to detect the
existence of eavesdroppers in their vicinities has been considered

Snapshot of a part of a network with a
secrecy guard zone around each
f @ ) transmitter. Transmitters TO, T1, and T2
@ /“;.{/"”‘“\\-\,\ do not find any eavesdroppers inside their
\ 5 individual guard zone, and hence can
Lo transmit confidential messages to their

| l \\l @ ] intended receivers. However, transmitter
ﬂ. \ f /-—"\ T3 detects an eavesdropper, E2, inside its
g 2 guard zone. If a non-cooperative protocol

Se @ is used, T3 remains silent. If a cooperative
I | protocol is used, T3 transmits artificial

noise.

[Zhou, 2011]
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Network Secrecy Enhancement:
Worked Example 1

v Transmit Antenna Selection (TAS) & Full Duplex (FD) UE

Fixed location for BS and UE, random
locations for eavesdroppers in a disc.

Flat Rayleigh fading channel.

BS only knows the CSI of the UE, does
not know the CSI for eavesdroppers.

Multiple antennas at BS with half

duplex mode and full duplex antenna
at UE.

D N NI NN

@ ctavesdropper
—» Information link
— — » Eavesdropper link

— - —» Interference link
----- » Self Interference link

Fig: The system model for fixed BS and UE with randomly located eavesdroppers.

[We will analyze the secrecy outage probability for this model... J
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Secrecy Outage Analysis:
TAS with HD/FD UE

o Eavesdropper
—» Information link
— — » Eavesdropper link

— - —» |Interference link
----- » Self Interference link

* Secrecy Outage Definition

v’ After TAS, the end-to-end SNR at the UE and the worst ED can be written as:

h 7|2 L2
Pp max ('(’;#l) Plfl(’;(fs.ul
ke{l... K BU B E.
: ) YBE. =F

wPy|guu|? + o2

YBU =

where w = (Ofor HD UE, o = 1 for FD UE, and
F(-) = max(-) for independent EDs and F(-) = ) (-) for colluding EDs

ecd
ecd

4 Probability of secrecy outage is well approximated by

P,, = ]P([CBU — CBE*]+ < 6) ~ P ( TBU < 5)
YBE,
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Outage: HD UE, No Collusion

Proposition 1: The downlink secrecy outage probability for an
HD UE 1s given by

SO
—0 V27— T 2

2q
a;,tbP

0,p+2¢q

Ury...,Ug
V1y...,U¢
K!/((K — k)!k!) is the binomial coefficient, ar = kd%;, b =
mpel (1 4+ 2/a)B% %, p,q € Z1 so that o = p/q is a positive
rational number, and I'(z) = [~ ¢t“ e’ dt is the standard gamma
function.

where G;" | 2 is the Meijer G function, C% =



Outage: HD UE, No Collusion (Proof)

Calculate PDF of
BS-UE SNR

(all channels are i.i.d.)

Calculate CDF of

BS-ED SNR (worst case)

a) Condition on ED
distances and invoke
independence

b) Probability generating _

functional for PPPs

c) Integrate (incomplete
gamma function)

d) Large R asymptotics for
upper incomplete
gamma function

[0 K (e
Froo (@) = (1= e7%B0) " = 3" Ok (~1)kerot5e
k=0
K
f’YBU(x) - ZC}C{( 1)k+1kd%U6 bty
k=0
hB. E.|°
. (y) =P Igleaqz( (TEG <Yy
Y Eo P (|hp.e.|* <ydsg, | ®)
ecd
= Fs (1 — eyd%Ee>]

cP
27
PE/ / r(e yr® drd@)




Outage: HD UE, No Collusion (Proof)

Rearrange outage expression and substitute

P, = ]P)([CBU — CBE*]+ < 6) ~ P ( YBU < 6)
YBE.

P(H) =1 _/ f’YBU WBE (_> dx
s
27rpE (%)

o (z)2/e
—1—ZCK 1D EdS /0 e~krdiue *(5) dx




Outage: HD UE, No Collusion (Proof)

To evaluate... - e p2)
/ e krdpy (%) dz
0

we will need the Mellin convolution property...

/ K(x/y)f(y)dyly <> K(s)F(s)
0

Consider the integral...

o0 oo 1/c\ ¢
—ar b (b du
I:/ e e wcdx:/ uea“e<w)—
0 0

u

with a = kdfy;, b = 22T (2)5%0/7 and ¢ = 2¢/p



Outage: HD UE, No Collusion (Proof)

The Mellin transform of the integral is...

M(I;s] = —L 1 <p3> (1 +s)

2qas—|—1 2q
and the inverse is... - .
D U~+100 1 r (Z + E) o

I = I I'(2 — 2qppV—s k=0

2mia /u—ioo (pS) ( Q(S " 2q)) (a ) ’ -1 1
(a) VPa 1 (2m)"7 m2 ™ T(mz)
T a2p+2q 3 p+2q_1 )

utico s g2qpp \ TSR n\ o 1+n
: /u_@-oo <pp4qq2q> nl;[or (S i 5) nl;[() : (S "o ) o
B NG,

a2 p+2q 3 p+2q_1

2q
0,p+2q pp4qq2q

1 E 1 2 ;
Oapa D ’2q’2q’°"’1 )



Outage Scaling: HD UE, No Collusion

Scaling for large numbers of antennas...

Lemma 2: The downlink secrecy outage probability for an HD

UE located in the presence of independently acting EDs 1s lower
bounded by

d%; B2/ T (1 +2/a) 1
pn > IPECBU 1+ 0
0"~ e (In K )2/ T\ mr)2e

as K — .



Outage Scaling: FD UE, No Collusion

Proposition 3: The downlink secrecy outage probability for an
FD UE located in the presence of independently acting EDs is
upper bounded by

K
PG) <1 —erem ™Y (1) RO
k=1

j/u>;%;(1%‘AUU)4‘kxAUU
0 (j? *‘k%AUU)Z

BU

d kd$
exp(pERQKI!(%;oz, %) — PiUw) dx

where

27 1 yza+1
Uy a. ) = dz dé

and \yy = El|gyu|?] is the average gain of the self-interference
channel at the FD UE.




Outage Scaling: FD UE, No Collusion

Proposition 3 does not admit a closed form

Occasionally, we might get lucky with closed-form
calculations for certain system parameters

— In practice, try path loss exponents of 2 and 4

— Consider “pathological” or limiting cases

— Expand about given points, e.g., UE position is at the cell edge

For a path loss exponent of 2, the double integral reduces to

V(5;2.0) = s <<y £ 1)@y, 6) - 5)

2 262y
+6 (y—l)lﬂ((gz(y_1)+(y+1)(w(y,5)+y+1>))

where

W(y,8) = /01 +262(y — 1) + (y + 1)2.



Secrecy Outage Analysis: Theory vs

Simulation
* We can easily construct Monte Carlo ~——
simulations Jezzio=zand
— Fix the BS and the UE and generate . g oo e

random positions of eavesdroppers %
— Generate random fading variates m

R.(K=
R.(K=
R.(K=
R.(K=
R.(K=
R. (K

— Test each link (roll the dice) 4 e
— Log t h e re S u It S 4 - The Denz.i(t)‘;if Eavesd(:izper (m_2)°-°25 >

— MATLAB is particularly useful and efficient

e Results are printed in your notes
— Notice that theory is a good predictor of simulation/reality

— System is more difficult to simulate since eavesdropper
behaviour is unknown



Network Secrecy Enhancement:
Worked Example 2

v’ Transmit Antenna Selection (TAS) & UE Ordering

Q\ A | ’ v’ Fixed location for BS, random location
~ | p \ (PPP) for eavesdroppers and UEs in an
N I / VAN unbounded two dimensional space.
|

»>® v’ Flat Rayleigh fading channel.

VAN D ——
IﬁM v" BS only knows the CSI of the UEs,
A W A does not know the CSI for

]
//BS \ \\ UEn eavesdroppers.
A // A \\ t A v’ Multiple antennas at the BS with TAS.

\

¥ /\ Legitimate UE
/\ VAN @ @ CEavesdropper
—» Information link
— — » Eavesdropper link

Fig. 8 The system model for a spatially random wireless network.
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Secrecy Outage Analysis: TAS with UE Ordering

* Two Ordering Policies

v Policy I: Based on distance
> Order the UE by using the distance (dp;;) between the UE and the BS
> If CSl cannot be estimated accurately, we can use this approach.

4 Policy Il: Based on distance and fading

> Order the UE by using the combination of distance and fading (l—
between the UE and the BS, where
%)

> If the CSI can be estimated accurately, we can (hopefully) obtain an
improved secrecy performance relative to the distance-based policy noted
above.

B, = arg max_(|hp,uv,
i€(1...K)



Secrecy Outage Analysis: TAS with UE Ordering

* Two Ordering Policies

v Policy I: Based on distance
> Order the UE by using the distance (dp;;) between the UE and the BS
> If CSl cannot be estimated accurately, we can use this approach.

4 Policy Il: Based on distance and fading

> Order the UE by using the combination of distance and fading (l—
between the UE and the BS, where
%)

> If the CSI can be estimated accurately, we can (hopefully) obtain an
improved secrecy performance relative to the distance-based policy noted
above.

B, = arg max_(|hp,uv,
“ie(1...K)



An Aside: The Mapping Theorem

Mapping Theorem

Let ® be a PPP on R% with intensity function 1. Furthermore, let f: RY - RS be a

measurable mapping such that f does not shrink a compact set to a point. Define the
measure

W@ = A B) = [ A dx <o
f~1(B)
for all compact sets B. Then

f@=|Jr®

XeEP
is a PPP with intensity measure u.
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Mapping Theorem: Examples

Linear mapping

Suppose @ is a PPP on R? with intensity function A, and let A denote a non-singular
linear mapping from R% to R%,i.e., A is a dXd real non-singular matrix. Then
A(®) = {Ax: x € ®} is a PPP with intensity A det(4™1).

Distance mapping

What is the intensity function of ®' = {||x;||}, (i.e., we map from x; to ||x;]|)? For the
mapping f (x) = ||x||, we have that f~*(B) = b(o,r) for the set B = [0,7). Hence,
u([0,7)) = A(b(o,1)) = Adx = Anr?

b(o,r)
and thus the new intensity function is the derivative

A(x) =2Anx, x = 0.
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Secrecy Outage Analysis: Policy Il

. dSr;
v’ First, we let z,, = —~—n—— and define the intensity of the set
ma:\ (|h]g U |
I— \ T T
U ={z,, n ’\\T} as pw . The intensity functlon of W can be written as
K—1 ) K 1r
Z cl (-1 22 Y= _ G+1) Displacement
all + 1)_+1 " and mapping
v’ The PDF of z,, under the Rayleigh fading can be obtained as: theorems
2(A 0 n)"e Au u‘
fan(2) = al'(n) B
where A, =Y 1t CL(—1)! p’[ "1”_+1 and the CDF of the reciprocal of z,, is
( )¢
N T 2( '1ul+ 2)776—.’\141."? o F( _1 %)
Fﬁ (l) =1= /O QL»F(‘H) dip = ( )

v Finally, the secrecy outage probability for the nth UE can be derived as

P =P ( 1B o B)

YBE,

=1 — /0 Fﬁ (/By)f’)’BE* (?J) dy

L[ AsE )
B A, _%—I—Ae 63




Secrecy Outage Analysis: Theory vs
Simulation

* Again, results are printed in your notes

— For wireless enthusiasts, note the

relative behaviour of outage for
different path loss exponents as

the number of antennas increases

* Being able to predict system
performance in wireless
networks is very important,
particularly as the complexity
of the network grows
(system-level simulation
becomes problematic)

Secrecy Outage Probability

1072

Secrecy Outage Probability

10°

| | | |
0.1 015 02 025 03 03 04 045 05
The Density of Eavesdropper
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Broadcast channels, linear beamforming to ensure secrecy [Geraci,
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Artificial noise enhanced transmission with optimal power
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From Secrecy to Trust

* Focus has been on intrinsic security through
information theoretic secrecy so far

 Some applications require trust, not secrecy
— Low security ad hoc networks
— Multi-agent distributed systems

~

(Example: If we wish to perform a task in a distributed network of
devices, an initiating device may need to assign jobs to other
devices. But which devices can it trust to execute instructions in a

~

\timely and reliable manner? This is a typical problem in Al systems. y

We need a way to model rust n arge-scale networks
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Trusted Networks
Trustworthy set: A —__

e ——— Untrustworthy set: B

(0] o

o (0]

o
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Network Model

« Random geometric graph

e Pairwise connection:

probabilistic vs. unit disk
(Gilbert model)

 Boundaries accounted for

Focus: probability that a
trusted network can be
formed
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Trust Model

 Trust is uncertain —
probability of trust

 Pairwise trust can only
be established if two

nodes can commun- = -~~~ -°- trust
icate directly communication

* Proximity or
experience based



Example: Beta Reputation System

The Beta Reputation System

Audun Jgsang

Distributed Systems Technology Centre *
Queensland University of Technology, GPO Box 2434, Brisbane QId 4001, Australia
tel:+61-7-3864 1051, fax:+61-7-3864 1282
email: ajosang@dstc.edu.au

Roslan Ismail

Information Security Research Centre
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f

5 -

F(a + /8) pa—l
T()T'(B)

0<p<l,a>0, >0

flpla,B) =

E(p) = a/(a + B)

(1 - p)ﬁ_l ’

Definition 1 (Reputation Function) Let T%( and 31)5 respectively represent the (collective) amount of
positive and negative feedback about target entity T provided by an agent (or collection of agents)
denoted by X, then the function (p |17 , 57 ) defined by:

D(ry +s3 +2 x
olplr,sf) = p LT 2

T(ry + 1)T(sf + 1)

is called T’s reputation function by X . The tuple (r% ,S

p'T(1-p)7

X
T

where 0 <p<1,0<ry, 0<s5. (4)

) will be called T'’s reputation parameters by

X . For simplicity and compactness of notation we will sometimes write @% instead of ¢(p | 7"%( , s% ).

By using Eq.(2) the probability expectation value of the reputation function can be expressed as:

E(pplry,s7)) = (r7 +1)/(r7 +s7 +2). (5)



Trust Model

 Trust is uncertain —
probability of trust

 Pairwise trust can only
be established if two

nodes can commun- = -~~~ -°- trust
icate directly communication

* Proximity or
experience based



Trust Model

Assumption: Trust cannot
be established without

communication

{i ~j} —>Trust

{i <+ j} —s Ccommunicaion @~ ------- trust
communication

P(z ~ j) =P(i ~ jli < j)P(i < j)
+P(i ~ jli e §)P(0 o j) = TijHij = 75

AN

trust communication

75



Proximity Based Trust

 Trust protocols in D2D networks could be proximity based
* Leading order in density of A

" |Implies A is connected; don’t care about B

= Simplifies to a study of the bridging probability
* Numbers of nodes in A and B are large

* Cluster expansion...

P a(ag,...,an,)=1— Z Tg — Z Tg —

gegNA 1 gegNA 2

= [ [Ta-m)

(i,7)€g9 (i,5)€g



Proximity Based Trust

Probability that a trusted network is established in the
presence of untrustworthy nodes (set B)...

Pt:<<PtAa1,.. an) [T - 7(a - ))>>
A'B

7=1:1=1

\ J
|

Bridging probability

If trustworthy set A is dense...

Pt %<H<H(1 — Tij)> >
7=1 \=1 Alp

(e () )



Proximity Based Trust

/ Leading order probability of trusted connectivity
N N

T (1= 22 [ rabipaa)
—<. (1 ol Rl bgl)d> >B

NB
_ (%/ e—PA Ly 7(la=bl)day +O(1/NA))db)
v

\

density of set A
no. nodes in set A
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Proximity Based Trust

A well designed trust protocol will ensure that

7i; <1, t1e€eAandjebB

1
PAH(Tz'j) 7

T(?“ij) <K T4 >0

* Links trust protocol to density of network A and physical
communication

e Valid irrespective of size of set B



Proximity Based Trust

If the trust bridging probability is small, we can
approximate (to first order)...

N

P(l) - (1 - pApBM[T]) N -~ e—PAPBM[T]

R ~
Np

Mr] = /v 7(la — b|)dadb

Exponential approximation valid for large |B|, small(ish)
density of set B, and small bridging probability



Proximity Based Trust

The power of pair distance...

Transform integrals using pair distance to obtain

Chiu et al

/2 D | Chiuetal
M| = = ) /O r=10 )7 () dr

T T(d/2

If Tis small for r >> 0 (and the bounding region is convex),
we have

Wd/ZT(O)V 4

Mlr] = r(d +1)

Links the dimension of the network d, the volume of the
confining geometry V, and the trust protocol
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Physkal-iayer
Security

PHRYSICAL LAYER
SECURITY IN WIRELESS

T
-~
| Physical-Layer
Security for

Cooperative
Relay Networks
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Books
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layer security: from information theory to
security engineering. Cambridge University
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eds. Physical Layer Security in Wireless
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